CS3600 Lab Manual

Lab 1. CyberCIEGE Physical Security

CyberCIEGE is an information assurance (1A) training tool that illustrates computer and
network security principles through simulation and resource management trade-offs.
CyberCIEGE players construct computer networks and make choices affecting the ability
of these networks and the virtual users to protect valuable assets from attack by both
vandals and well-motivated professionals.

The CyberCIEGE “Physical Security” scenario is intended to introduce players to
CyberCIEGE zones and methods of physically protecting assets. The scenario also
introduces players to assets having a high attacker motive.

As with all CyberCIEGE scenarios, students are encouraged to explore the effects of
“wrong” choices as well as trying to select the correct choices. Plan on playing the
scenario several times before finally going through it making what you believe are the
correct choices.

This scenario explores the following CyberCIEGE concepts:

e Understanding the meaning of security labels (e.g., “SECRET?”) in terms of
the value of the asset to the enterprise and the value of the asset to attackers.
e Ensuring suitable policies and protection mechanisms are in place before

going operational (i.e., before pressing the play button).

e Physically limiting access to assets to those users who are cleared to access
the asset based on its security label.

e Enforcing physical access limitations using mechanisms having a strength that
is consistent with the asset attacker motive.

e Within some environments, not all users are cleared to access all assets, and
within such environments steps should be taken to protect assets from
insufficiently cleared users.

e There are zones that are within the entire site. These zones can have stricter
access restrictions than the site.

1.1 Preparation

The game is installed in the 3600 lab and is available from the workstations.

From the CyberCIEGE folder on the desktop, open the “Starting Scenarios” icon.
This will start the “Campaign Player” seen in figure 1.

March 14, 2006 Lab 1-1



CS3600 Lab Manual

= CyberCIEGE Campaign Player [mfthomps] |Z| |E|[g|
Campaign
Name

Starting Scenarios Change Campaign

Campaign Description

elcome to CyberCIEGE. |~
These initial scenarios are each playable in 20-60 minutes.

Select a scenario from the list below and click the "PLAY" button.

During the garme you can "SAVE" vour progress at anytime. These saved games will appear in the "SAVED GAMES" list below, Simply select a saved
game and click "PLAY" to pick up where vou left off

[« ]

Scenarios (Select One)
Scenario List

Introduction Scenario
hysical Security

TirePly Filter Scenario

GenesRus Biotech

L __T»

Scenario Briefing Preview

ourjob is to manage the physical security of this site. The facility currently handles SECRET information and all ofthe authorized users
are cleared to at least SECRET. To start with, vou must ensure that only appropriately cleared people can enter the site.

Flease note this scenario does not intend to illustrate practical effects of specific physical security devices. Rather, it raizes the kinds of
questions that may arise when physically protecting sensitive information.

Saved Game List

New Game

|

| Getting Started | | Introduction Movie | | Close |

Figure 1: Read the Campaign Description and Click Play

Select the “Physical Security” scenario and read the campaign description. Then
click the “Play” button.

1.2 Play
1.2.1 Fly Around and Explore the Office

Click the OK button in the initial briefing.

Press the “k” key to view keyboard shortcuts

Pan around the office. Zoom in and zoom out.

Press the “Tab” key several times to iterate through a series of birds-eye views.
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1.2.2 Read the GAME Briefing and View Objectives

e Follow the pop-up help to view the briefing and the objectives
e Then return to the GAME screen receive advice from one of your users

1.2.3 Establish Physical Security to Protect SECRET Assets

e Inthe ZONE screen, follow the pop-up help to limit access to the site to users
having a SECRET clearance

e Gotothe ASSET screen and click on the SECRET label to see what kind of
protection is needed by such assets.

e Purchase enough physical security (per the help tip) to achieve this amount of
security.

e Return to the OFFICE screen and press the play button per the pop-up help

1.2.4 Establish Physical Security to Protect TOP SECRET Assets

e The game will automatically pause when Jerry begins work on TOP SECRET
assets

e Check your objectives and go to the ASSETS screen, select “Intel Summary” and
then click on the TOP SECRET label to learn what kind of protection is needed
by this asset.

e Go to the ZONE screen and click on the floor plan to find a suitable zone for
protecting TOP SECRET assets. Purchase enough security for this zone and limit
access to users who are cleared to TOP SECRET.

e Drag Jerry and his computer to the desk in the selected zone.

e Press the play button to go “operational” again.

1.3 Clean Up

Exit the scenario by clicking the “Quit” button in the GAME screen.

Note you have saved versions of the game from each completed phase. You can select
and restart from any of them. Also, during the game you can select “Save” from the
Game tab and save the current state for future play.

1.4 Play CyberCIEGE Outside the Lab

CyberCIEGE is also available to be played from workstations on the NPS domain. It is
on a shared server and can be accessed as follows from any PC on the domain:
e login to the domain as yourself
e Map a drive to: \\kiska\Groups2$\CyberCIEGE
0 Right click on MyComputer
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o0 Select "Map Network Drive"

o select the drive name (something like "u:" will not conflict with other
mappings)
0 Inthe "Folder" field, enter: \\kiska\Groups2$\CyberCIEGE

Finally, CyberCIEGE is available on CD for installation on home computers and laptops.
See http://cisr.nps.edu/cyberciege/updates for system requirements and updates.

END OF LAB
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